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proposed method. A PSNR of up to 43dB has been achieved.

1. INTRODUCTION

Steganography is the art of secret message
exchange using a cover medium to keep its presence
invisible (Xuan et. al. 2002). Thus is an old technique
its traces were found back in Greek era (Johnson and
Jajodia. 1998). Greek were the first whose use
steganography for covert communication. They wrote
secret message on the head of a herald, roofed with full-
grown hairs (Khan et. al. 2016). But, the development
of digital system set new direction for secure
communication. Steganographer started the use digital
media, i.e. Digital image, audio and videos, for hiding
information (Kessler. 2004).

Any digital media like image, video, audio or text
can be used as cover medium for data hiding. However,
the medium with high density of redundant bits are
more suitable for hiding information (Neeta et. al.
2006). Digital imaging has a high level of redundancy
and is considered more suitable and widely used. That
why the Digital image steganography, got a lot of fame
and attracted the attention of researchers to develop new
techniques to communicate secret information (Khan
et. al. 2016).

Many steganography methods have been developed
by researchers both in the spatial domain and transform
domain. (Fridrich et al. 2001) proposed Steganography
methods in the spatial domain by hiding secret
information directly in image pixels (Swanson et. al.
1998, Fridrich et. al. 2001). VLSB Steganography was
proposed by Sahib et al. and they also presented the
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algorithms for implementation of VLSB Steganography
i.e. MDT and DDDBA (Khan and Yousaf. 2013).

The transform domain is also an active region for
steganography. In discrete cosine transform (DCT), the
coefficients are subjected to LSB substitution instead of
pixels. Implemented his method for data hiding in
transform domain (Irfan et. al. 2014). De Vleeschouwer
et al. 2001 and Goljan et al. also developed invertible
data hiding techniques. The proposed method was poor
due to low hiding capacity, however, the image quality
was in acceptable range and the quality of the stego
image dropped severely when the capacity was
increased (Goljan et. al. 2001, De Vleeschouwer et. al.
2001). proposed a variable data hiding method in DCT
domain (Khan et. al. 2015). Xuan et al. method,
achieved a quite large hiding efficiency by hiding data
in cover media using wavelet transform (Xuan et. al.
2002); but, the image quality was affected significantly.
To transmit images over Internet, the images size should
be small enough to be. When the larger images with
greater bit depth are transmitted over the Internet the
size of the image has to be reduced by adopting a
compression technique (Gopalan. 2007). Compression
has an important impact on steganography. Lossy
compression reduces the size of image, but the hidden
information is lost. For e.g. in JPEG the secret
information is lost in decreasing the size of U and V to
their halves and then in the quantization process also
affects the hidden information (Jokay and Moravcik.
2010). So it is neither feasible nor possible to hide
information in an image that is subjected to lossy
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compression for size reduction. However, to use the
lossless JPEG compression may be used for reducing
the size of image after data hiding.

This paper presents a pre-compression based 4LSB
steganography technique. The proposed method
compresses secret message using a lossless compression
and hide the compressed message in a cover image
using 4LSB steganography. The paper is further divided
in four sections of proposed method, hiding efficiency,
experimental results and conclusion.

2. IMPLEMENTATION

To increase the hiding efficiency of LSB
steganography lossless compression are used. There are
two options to increase the hiding efficiency. In fist case
only pre-compression is used to compress the message
size. The secret message is compressed by using
lossless compression technique e.g. Huffman coding,
Run length encoding, etc. The lossless compression
reduced the size of secret message and doesn’t affect the
message contents. After compression the message is
hidden in cover image using 4LSB steganography. The
4LSB steganography take cover image pixels one by
one and replace the least significant bits of cover image
elements with compressed message bits. At the end all
the modified pixels are combined to get one stego
image. The stego image is file having compressed secret
message in its least significant bits. The process of
hiding pre-compressed message is shown here in (Fig) 1.
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Fig.1. Pre-compressed 4LSB Steganography

At the receiver side, the stego image is received and
hidden information are retrieved by accessing the least
significant bits of stego image. After reading all the
pixels of stego image only compressed encoded
compressed message is retrieved. To get final message
decompression process is applied on the retrieved secret
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message. The retrieval and decompression process is
given in (Fig 2).
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Fig. 2. Retrieval of Original Secret Message

3. HIDING EFFICIENCY

The compression process increases the overall
hiding efficiency of steganography. If a message of size
“m” is hidden using 4LSB steganography, it will need a
cover image of double size i.e. “2xm”The ideal hiding
efficiency of 4LSB steganography is equal to 50%.

HE, o5 = % x 100 (1)
HE, 55 = 50% (2)

In the pre-compressed 4LSB steganography the
message of size “m” is compressed, if the compression
ratio of the lossless compression is “CR” the new size

and the new size “m’” is given by Equation (3).
m' =m X CR 3)

Then a cover image of size “2xm’” is needed to
hide the compressed message. So the hiding efficiency
of pre-compressed 4LSB steganography is given here in
Equation (6)

HEpre—comp 4LSB = % % 100 “4)

HEpre—comp 4LSB = ﬁ X100 (5)
50
HEpre—comp 4LSB = a% (6)

As CR< 1, so the hiding efficiency will be larger
than 50%. Let a compression method with compression
ratio of 0.75 is used then, hiding efficiency will be
66.67%.
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4. EXPEIMENTAL RESULTS

To implement the pre-compressed, 4 LSB
steganography and get the experimental results four
different lossless compression techniques are applied on
secret message and the compressed messages are hidden
using Lena, Tiffany, Mandrill and Shuttle as cover
image as shown in (Fig. 3).

Fig. 3. Cover Images (a) Lena (b) Mandrill (¢) Tiffany (d) Shuttle

An image of size 240x320 is age is considered as
message and it is compressed using run length encoding
(RLE), Huffman encoding, Shannon Fano algorithm
(SFA) and LZW compression techniques. The hiding
efficiency, MSE and PSNR obtained for hiding
compressed messages, using the mentioned lossless
compression technique, in Lena image are listed in
(Table 1).

Table 1. MSE and PSNR for Lena as cover image
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RLE 614400 088 540672 5682  12.9389
Huffman 0000 067 411648 7463 12.8208
Encoding

SFA 614400 059 362496 8474  10.5035

LZW 614400 056 344064  89.28 8.9458

The compressed messages by RLE, Huffman
encoding, SFA and LZW are the hidden in Tiffany
image and statistical values of hiding efficiency, MSE
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and PSNR are calculated after hiding. The resulted are
given here in (Table 2).

Table 2. MSE and PSNR for Tiffany as cover image
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RLE 614400 0.88 540672 56.82 30.2458
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SFA 614400 0.59 362496 84.74 19.3278

LZW 614400 0.56 344064 89.28 11.8745

Similarly the compressed message of each

compression techniques is hidden in Mandrill and
Shuttle images and the results of hiding efficiency, MSE
and PSNR are listed in (Table 3 and Table 4),
respectively.

Table 3. MSE and PSNR for Mandrill as cover image
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SFA 614400 059 362496 8474  10.2985

LZW 614400 056 344064  89.28 3.0911

Table 4. MSE and PSNR for Shuttle as cover image
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SFA 614400 059 362496 8474  18.1588

LZW 614400 056 344064  89.28 9.9952

The stego images of hiding each compressed
message in each of the cover image are obtained.
However, the stego images obtained after hiding LZW
compressed message only are shown here in (Fig. 4).
The quality of the images shows that the hiding process
doesn’t generate any visually significant distortion and
doesn’t attract the attention of intruders.
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Fig. 4. Stego Images (a) Lena (b) Tiffany (c) Mandrill (d) Shuttle

4. CONCLUSION

The pre-compressed 4LSB steganography is
good technique to be used for low bandwidth channels.
The statistical results shows that the proposed methods
has significantly high data hiding efficiency and also
result in a god quality stego image of PSNR value of
43dB which is much higher than the threshold of 30dB.
The pre-compressed 4LSB steganography can be used
efficiently with any lossless compression technique like
run length encoding, Huffman encoding, Shannon Fano
algorithm and LZW method. This technique make sure
the recovery of message in full health and increases the
overall security of hidden information because to
retrieve information the same decompression method
need to be used at the receiver as compression method
at the sender side. If the compression and
decompression technique used is not known to a person,
original message can’t be retrieved. Hence, in
conclusion, the pre-compressed 4LSB steganography
technique meets the needs of modern communication to
a large extent.
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